Microsoft Assessments

Review

Determine your cloud & on-
premises posture before someone |, :
else does.

‘ defense in-depth choices.

BALANCED

These actions cover the basics, and include some
Securing your Microsoft environment and data 343
is a critical part of moving workloads to the e
cloud. Default security provided by cloud
vendors may seem effective, but each of the
settings must be defined and evaluated
regularly.

Q On-site security overview

o Evaluate your security strategy
In a tailored Microsoft Security Assessment,
our team of Office 365 experts identifies key o Identify compromising security settings
elements to secure your environment and

protect critical data. We apply our proven Document high, medium & low risks
processes to a customized analysis of your o

organization, producing clear, risk-based
recommendations and a comprehensive
roadmap to continually mature your posture.

0 Review mitigation & remediation plan

Why a cloud security assessment?

lIn the cloud, who is responsible for the security of your data —you or the cloud provider?
While many business leaders leave this responsibility to the cloud provider, true cloud security
must be a collaborative effort. A Microsoft Security Assessment pinpoints misconfigured areas
of your Office 365, Windows and Active Directory environments that threaten the security
posture of your organization. We'll assess authentication controls, determine the number of
highly-privileged accounts, audit log reviews and external sharing of data and more. Reviewing
controls against the specific heeds of your organization allows you to protect your data and
maintain good security practices in all aspects of your Microsoft investment.

Novacoast has been successfully implementing Office 365 and on-premises Microsoft
solutions for customers for years, balancing organization-specific security necessities with the
needs of users. Our expertise in Office 365 Active Directory, Windows, networking,
cybersecurity and data protection inform tailored solutions for your company's specific
strategic and technical requirements.

Certified Microsoft Partner

We have the skilled personnel, cybersecurity advisors, attack simulators, network scanners
and overall technology expertise to evaluate your security posture and help mature the
security of your cloud and on-premises environment.

Contact us to see if a Licensing Health Check is right for you!

wWww.novacoast.com
800.949.9933



Microsoft Assessments

for Cloud Security

A Four-Part Assessment

Azure Cost

Kickoff Workshop Optimization

Summarize the
engagement: vision &

» Review organization's
cloud usage &

objectives, . adoption, current
requirements, actions &  security requirements
next steps & objectives, and

assess pertinent
regulations (HIPAA,
SOX, GDPR)

» Review the Microsoft
Security Story & why
they

are the largest security
company on the planet
» Explain global threat
telemetry & use of Al to
share data across 200+
brands

» This questionnaire

establishes security
context to inform
recommendations &
guidance

Advisors who earn your trust.

Whether you are migrating to 0365 and need to
establish and enforce security policy, or you are
using 0365 and have to secure tenant & data,
we can help. Our proven tools and processes
identify the most critical controls for your
environment. Decades of experience across
industries of every size inform the prioritization
and implementation of controls in custom
phases. Our end-to-end approach

minimizes disruptions to users, and begins with

a comprehensive organizational assessment and
detailed review of recommendations, next steps
and best practices. And since security is a
continuous process, we offer a monthly review
of current recommendations and posture
roadmap.

What's next?

Microsoft 365
Licensing Review

» Provide a documented
evaluation of cloud & on-
premises security
posture

» Review major

findings & mitigation
recommendations,
organized into high,
medium & low

remediation
priority
» Develop security

awareness & education
best practices

CISv7 Basic

1. Inventory & Control
of Hardware Assets 2

2. Inventory & Control
of Software Assets

A5

3. Continuous
Vulnerability
Management

RS

4, Controlled Use
of Administrative
Privileges

L&
5. Secure Config. for

Hardware & Software 2
on all Devices,
Endpoints & Servers

6. Maintenance,

Monitoring & Analysis
of Audit Logs 2

Expert Knowledge

> Review methodology to
implement high, medium,
and low changes to
secure environment

> Provide a roadmap of

how best to address the
issues identified

> Explain why periodic

evaluations are required.
Security is not a finish

line
to cross, but an ongoing
journey
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Novacoast offers monitoring for Office 365 Cloud services to continually manage the security of your
environment. Security is not a finish line, but rather a journey that we are on together. Let us be your
trusted security consultants and monitoring team. Learn more at
https.//www.Novacoast.com/managed-security-services/

wWww.novacoast.com
800.949.9933
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